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In the relatively short existence of 
the Joint Information Operations War-
fare Command’s Joint Electronic Warfare 
Center (JEWC), we’ve enjoyed a very 
unique opportunity to observe and in-
fluence many contributing capabilities 
within the electronic warfare (EW) mis-
sion area. I’d like to offer some practi-
cal perspective on how we in the US EW 
community must reconsider our shared 
electromagnetic (EM) processes, para-
digms and acquisition strategies in or-
der to meet the current and projected 
threats awaiting us. But before you read 
any further, I ask you to reflect on the 
word “harmonization.”

Right up front, I’d like to hit on 
three key points. First, the mission of 
Joint EW must never be relegated to 
the agenda of any single Armed Service 
as prime manager because this Service 
will ultimately appropriate Joint EW to 
serve only its own needs. Second, Joint 
EW must never be subsumed by the Cy-
ber mission area because Cyber will ap-
propriate Joint EW to serve only Cyber 
– and there are four other warfighting 
Domains still worthy of EW support. (For 
the purposes of this article, Cyber covers 
information technology infrastructures 
[ITI], as directed by the Joint Chiefs of 
Staff, and not the entire EM spectrum, 
as advocated by the Air Force.) Lastly, 
we have unwittingly evolved our shared 
EW processes to prevent the most ca-
pable and entitled organizations from 
managing them. As a result, we have 
built an incoherent EW organization 
across the DOD – a state we are rapidly 
losing the privilege to maintain.

THE CROWDED EM SPECTRUM
Imagine a scenario in which we’re in 

the middle of a large deployment of land 
forces in a faraway place. Several of the 
locals develop an inexplicable dislike for 
us over time and emplace RF-controlled 
“minefields” to deny our free access to 
the battlespace. To break the RF link 
in these improvised explosive systems, 
we rapidly build and deploy thousands 
of very clever road-portable jamming 
systems that sense and respond to RF 
threats (i.e., they feature a reactive 
architecture), ostensibly wasting fi-
nesse to cause minimal disturbance to 
an electromagnetic environment (EME) 

By Lt Col Jesse “Judge” 
Bourque, USAF*

that is arguably the most congested on 
the planet. 

The problem is that when the “ad-
vanced” jammers arrive, they are met 
with in-band Blue Force communi-
cations; ISR conflicts; incompatible 
sister-Service active ground jammers; 
conflicts with proven, active airborne 
electronic attack (EA) capabilities; un-
declared Gray (Allied) EA devices; and 
a wealth of legitimate in-band “White” 
civil-commercial traffic. The resultant 
EME is judged too complex to merit 
legitimate use of a brand new fifth-
generation fighter. No coherent set of 
joint EM management processes awaited 
these deploying forces, just cool new 
toys, very good intentions and a ton of 
hard work to be done by a few talented 
warfighters trying to make sense of it 
all. What’s the moral? Without senior 
advocacy, coherent joint oversight and 
adequate, proactive resourcing for joint 
EW, “EMI happens, with deadly conse-
quences for Blue Forces.”

THE NEW STATUS QUO
There is now a battlespace-driven 

revolution in EW requirements. Joint 
EW’s 21st-century challenge is to accept 
that, for the first time in the history 
of warfare, “tech peer” adversaries will 
intend, as their going-in position, to 
execute broad Spectrum denial against 
Blue Forces, exploiting known and sys-
temic vulnerabilities and potentially 
denying physical battlespace access to 
those Blue Forces for some critical peri-
od of time. FACT: Spectrum is no longer 
an “unlimited resource.” A concurrent 
migration (or expanding inclusion) in 
EM battlespace technologies is tak-
ing us from government-off-the-shelf 
(GOTS) to commercial-off-the-shelf 
(COTS) hardware, from high-power to 
low-power, from analog to digital and 
from airborne delivery to multi-Domain 
delivery (to include Land, Sea and 
Space), targeting accuracies and effects 
delivery from miles to meters in many 
cases, and certainly from RF-centric 
applications to multispectral effects. 

In the massive, transformational 
“retooling” effort escorting the DOD 
involuntarily from a Major Combat Op-
eration (MCO) posture to a more unset-
tling Counter-Insurgency (COIN) focus, 
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we must keep our eye on the long fight 
and appreciate that these shifts to meet 
the new asymmetric adversary (ideo-
logically fueled and COTS-enabled in 
the current conflicts) in fact represent 
an expanding mission set for EW. This 
means that in addition to adapting EW 
to help fight the current adversary, we 
must not forfeit proficiency or capacity 
in the classical aspects of EW that are 
essential to defeating legacy threats. In 
other words, the list of things to do just 
got larger. 

Red Force EM targeting of our GPS, 
IADS, communications, Space, C2, ISR 
and Cyber (i.e., IT, telecoms and SCADA 
infrastructure controllers) networks 
should each or all be anticipated during 
future engagements, from contingen-
cies to MCO. To expand on a previous 
point, we must also accept that EW is 
reaching well beyond its RF beginnings 
to include directed energy (DE), high-
power microwave (HPM), lasers, IR, EO, 
acoustics, particle beam weapons and 
whatever other intentionally developed 
or adapted threats the EM weapons ex-
perts can fathom. 

The following graphic is a simple, 
pragmatic and objective depiction of 
the new status quo. There are five warf-
ighting Domains – Air, Land, Sea, Space 
and Cyber – and two warfighting envi-
ronments – the EME and the information 
environment (IE). The EM Spectrum is 
present in every nook and cranny of the 
battlespace, save for the information en-
vironment, in practical terms. Further, 
the Spectrum is a continuum directly, 
completely and literally supporting the 
pentagon of military effort depicted. 
Conceptually subdividing responsibility 
for the Spectrum using the triad of EA, 
electronic warfare support (ES) and elec-
tronic protect (EP), decisive effects may 
be realized at all three levels of combat, 
and in every warfighting domain. As an 
example, we might throw EM energy at 
a “soft aperture” (i.e., one ready to re-
ceive and process in-band energy), such 
as a radar dish or an IEEE 802.11 wireless 
access point, delivering effects into the 
Land and Cyberspace Domains, respec-
tively. Or we might direct high-energy 
malice, such as laser, HPM or other DE, 
instead at a “hard aperture” such as an 
unshielded circuit board with in-band 

resonant characteristics or even a com-
puter server unprotected by a Faraday 
cage. And because of EW’s maturity, 
proven history of operational-level ex-
ecution and low potential for spillover 
of unintended effects, authorization to 
“fire” would not be as cumbersome or 
elevated as that of Cyber/CNO, itself de-
pendent upon Spectrum Control as an-
other customer of Joint EW. 

The current evolution in EW de-
mands a shift away from the com-
fortable old “EWO is a pod” or “EW 
equals EA” paradigms that have 
brought EW to its current state of 
broad process disarray and insti-
tutional atrophy. It’s also time to 
officially jettison the stale “EW 
equals Air” paradigm. Not only 
will EW and EM process effort be 
required from within the five Do-
mains, these efforts will require 
new joint coherence to maintain a con-
fident battlespace advantage over po-
tential adversaries for the foreseeable 
future. This joint coherence will direct-
ly promote the process and capabilities 
development required to support our 
strategic missions. We can no longer 
enjoy the luxury of our previous “Air-
centric, ELINT-specific” EW paradigm, 
either. Instead, EW is global Spectrum 
Control uniquely responsible for pro-
viding constant access to “contested” 
Spectrum and assisting in remediation 
and avoidance of “congested” Spectrum 
conditions as well. We comfortably re-
call the tested legacy mantra of strike 
aviation, “Steel on target.” Though this 
mantra will certainly enjoy continued 
utility for the foreseeable future, it’s 
time now to raise a new chant: “En-
ergy on aperture.” Arguably, the lat-
ter includes the former. To the intrepid 
electronic warrior and the targeting 
experts who support him, the world is 
just one big collection of apertures.

The EW community can no longer af-
ford to overlook EP’s contribution to the 
EW triad, nor its potential impact on EM 
capabilities, equipment and processes. 
Where EA and ES are typically “actions 
taken,” EP lives more as attributes that 
allow friendly missions and capabilities 
to continue operations in congested and 
contested (or denied) EM environments. 
Examples are the Joint Restricted Fre-

quencies List (JRFL) process; all low ob-
servables; SINCGARS, HAVE QUICK and 
other spread-spectrum applications; 
electromagnetic pulse (EMP) hardening; 
etc. This framework represents a funda-
mental consistency in the language of 
JP 3-13.1, as well as US Strategic Com-
mand’s (USSTRATCOM’s) “Operational 
Concept for EW” (OCEW, 2006). 

THE NOBLE QUEST FOR SPECTRUM 
DOMINANCE

The concept of Spectrum Dominance 
has gotten a lot of mileage over recent 
years, and Spectrum Dominance repre-
sents a fine conceptual target for harmo-
nizing our warfighting focus. Recalling 
the simple vignette at the beginning 
of the discussion, however, it is simply 
not realistic in practical terms to expect 
that we can “dominate” the Spectrum, 
completely denying Red Force access to 
the entire Spectrum at all times across 
an entire theater and simultaneously 
providing Blue Forces with free access 
across the Spectrum (in the presence 
of Red Force EA, congestion from White 
users and managing electromagnetic in-
terference from Blue Forces). Dominance 
in any play space arguably seeks to con-
vey the owner’s ability to move freely 
throughout completely unimpeded, un-
influenced and unchallenged. From a 
logistical standpoint alone, the effort 
expended to attain such an absolute 
state would place us squarely within the 
“diminishing marginal gains” region. 
We are not equipped to achieve Spec-
trum Dominance even if the warfighter 
required it, which he does not.

If we weave no other common thread 
throughout future military DOTMLPF 
(Doctrine, Organization, Training, Ma-
teriel, Leadership and Education, Per-
sonnel and Facilities) considerations, 

(Source: JEW
C)
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we must plan to capture efficiencies, 
not excesses. But on the path to this 
conceptual target, we must instead be 
contented to engage jointly in Spectrum 
Control actions, controlling the required 
portions of the Spectrum at the required 
time in the required location(s). This 
provides reliable access to enough Spec-
trum to conduct required operations and 
meet anticipated contingencies. Adver-
saries can pretend to own the rest if it 
suits them to think so. Instead, we must 
commit to constant pursuit of Spectrum 
Control – not “omnipotence,” just what 
it takes to get the job done reliably for 
our Joint Force Commanders.

TYING IT ALL TOGETHER
When we integrate and synchronize 

operational-level EW and coherent EM 
capabilities development all together 
into one coherent package, the results 
have unavoidable strategic significance. 
While major regional “OPLANs” protect 
strategic national interests, USSTRAT-
COM’s OPLANs protect our nation. It is 
the coherent joint aggregation of region-
al and operational-level EW effort by an 
empowered repository of joint expertise 
that creates the durable foundation of 
strategic EW to achieve Global Spectrum 
Control. By engaging and neutralizing 
Red Force access to the Spectrum, as 
well as protecting Spectrum access from 
Blue EM process mismanagement and 
equipment incompatibility, Gray equip-
ment “declaration” protocols and White 
expansion and encroachment, we can 
create spectral freedom of maneuver, 
which is critical to our strategic lines of 
operation. We will not get there by any 
real measure until we designate and em-
power one joint authority – an “Expert 
Advocate” to harmonize Service efforts 
in EM capabilities development, process 
development, compatibility, interoper-
ability and operational execution. 

EW AND CYBER
As we look at what effects EW is 

delivering in the battlespace and how 
it provides Spectrum Control to the 
warfighter, it is also worth mention-
ing what EW is not. Simply stated, 
EW is not part of Cyberspace. Cyber 
is a customer of EW. It certainly uses 
limited aspects of EW, but EW serves 

four other Domains – Land, Sea, Air 
and Space – that also need to achieve 
Spectrum Control (see “Why EW Is Not 
Part of Cyberspace,” p 38).

Within the Joint Service (and the 
strata above), the prevailing sentiment 
would indicate that EW will indeed 
remain an articulated mission area to 
exercise the critical care for and pro-
tection of the Spectrum, and not to 
be assimilated by any new peer mis-
sion area, such as Cyber. To contrast, 
operational and tactical EW are forms 
of non-kinetic fires, which are simply 
about denying, degrading, disrupting 
or destroying any and all adversary 
EM-susceptible networks or their use 
of relevant parts of the Spectrum. Com-
puter network operations (CNO – now, 
Cyber) can hit many of these networks 
through wired coupling and a few un-
wired hops (such that national authori-
ties will even allow). But EW is a very 
mature mission area that can make 
targeted apertures of them all, and it 
has been capable of doing so for quite 
a bit longer than Cyber. EW has massed 
capabilities to attack most, if not all, 
EM-susceptible adversary network ap-
ertures (“soft” and “hard”), protecting 
friendly networks for more than six 
decades. In contemporary terms, exam-
ples of these adversary EM-susceptible 
networks include Space, communica-
tions, C2, ISR, IADS, Air-to-Air, UAVs, 
SCADA, computers, IEDs and so on. 

Operationally, EW and CNO/Cyber 
can and should collaborate to gener-
ate very desirable effects. For example, 
an airborne EA platform can deliver a 
computer network attack that can take 
down a radar for a very long time with-
out having to find and revisit this tar-
get every day (as would be done with EW 
working alone). But most of the time, 
the warfighter just needs EW or he just 
needs CNO. Just because EW and CNO can 
and do collaborate some of the time, it 
does not mean they need to be collocat-
ed within the same Cyber organization 
where they will compete for budget and 
resources. Simply put, EW supports Cy-
ber the same way it supports other Do-
mains – by providing Spectrum Control. 
But EW (that is, the broad and enduring 
requirement for Spectrum Control) is 
not part of Cyber.

In the final analysis, Joint EW will 
remain an articulated mission area if it 
is to provide its maximum warfighting 
value (in the form of Spectrum Control), 
evolve and truly adapt to battlespace 
demands. It remains essential to the 
21st-century fighting force to under-
stand that the requirement to control 
the EM Spectrum extends well beyond 
the needs of information technology 
infrastructure (ITI) management, or 
Operations in Cyberspace. The simple 
logic follows: All military activities re-
quire reliable access to the Spectrum; 
friendly Spectrum access is provided 
and protected uniquely by Joint EW; and 
effective Joint EW can derive only from 
undistracted, undiluted joint advocacy 
and expertise.

WHERE ARE OUR “EFFECTS-BASED 
CAPABILITIES”?

EW has landed in its current disorga-
nized and weak situation in large part 
because the Services, legitimately pursu-
ing their individual mission statements 
and visions, have been allowed too much 
freedom to conceive EM capabilities and 
processes that they have built to meet 
their own individual needs, visualizing 
the “next fight” from their specific per-
spectives. The Services then push these 
EM capabilities and processes into the 
“joint” battlespace with the best of in-
tentions, and with the secret hope that 
their EM solutions and processes become 
the warfighter’s favorites. Expressed 
plainly, joint warfighters require ef-
fects, as opposed to capabilities; Joint 
EW effects are delivered as a function of 
capability and capacity, and one magic 
box in the STO (special technical opera-
tions) closet is not enough. Achieving 
Spectrum Control is more complex than 
this in terms of technology, process co-
herence and human skill.

There has been a historical shortfall 
in joint harmonization of EW, beginning 
at “effects required” and traveling back-
ward to EM-compatible and interoperable 
EW systems developed by the Services. 
So what formally chartered and appro-
priately resourced joint agency is able to 
meet these expectations for persistently 
bridging this gap? An expert agent with 
operationally current and durable joint 
EW perspective is essential to marshal 



T
he Jo

urnal o
f E

lectro
nic D

efense  |  S
ep

tem
b

er 2008

35

shared EM processes from the top, de-
termining joint warfighting effects re-
quirements and then translating them 
down to the Services through JMETLs 
(joint mission-essential task lists) and 
resulting METLs to cause a systemic 
upward “pull” for fully compatible and 
interoperable EM capabilities and pro-
cesses. This is supposed to be happening 
now, but due to a lack of dedicated joint 
EW advocacy, the DOD isn’t achieving 
this, practically speaking. Under objec-
tive scrutiny, we will continue to find 
that ad hoc, periodic and/or Domain-, 
Service- or platform-centric solutions 
are counterproductive, due to the false 
executive expectations of remedy they 
invariably create.

PROGRESS AND SUCCESS 
IN THE EW COMMUNITY

Our shortfall in achieving joint har-
monization does not mean EW has not 
made progress in recent years. Here are 
a few leading examples of recent EW suc-
cesses within the DOD.
• Army commitment to EW as a new core 

competency
• USN investment in Army EW (JCCS-1, 

NAVEODTECHDIV, etc.)
• EM RED TEAM Growth and EW Spiral to 

IO Range
• Advocacy: PACOM EW Ops Assessment 

and the JCS “EW Tank”
• Electronic Target Folders (ETFs) and 

EW JMEM development
• OSD (AT&L) EW Joint Analysis Team 

(JAT) establishment
• USN “Next-Generation Jammer” 

Program
• Joint EW Planners Course and the 

“Joint EW Training Summit” serial
• Next-Generation EW Integrated Repro-

gramming System (NGES) Database, 
replacing legacy EWIR Database

• OSD (AT&L) EW Roadmap
• Vice Chairman Joint Chiefs of Staff EW 

Capabilities-Based Assessment task to 
USSTRATCOM
True success in the future will be 

based not only on our ability to char-
acterize joint warfighting effects and 
work backward to harmonize the Ser-
vices’ efforts, but also to take these and 
other very promising opportunities and 
weave them together into a new cultural 
baseline of joint coherence. 

THE WAY AHEAD FOR JOINT EW 
Our new EW processes must be adap-

tive, focused and anticipate the realities 
of change and resistance. They must 
take into account not only COTS evolu-
tion, weaponization and availability, 
but also the potential for hybrid COTS 
and GOTS adaptations to employment. 
We must commit to deconstruct, rede-
sign and streamline existing joint EW 
and EM processes to make them adapt-
able and maintain our increasingly chal-
lenged lead in the battlespace.

The chairman of the Joint Chiefs of 
Staff needs one empowered, globally 
aware but operationally-focused joint 
EW executive agent who can inspire 
Service and Combatant Commander (CO-
COM) process coherence and organically 
provide informed and operationally 
sound acquisition recommendations. Ul-
timately, threat trends and warfighting 
trends in the EM battlespace dictate that 
this consolidation of expert joint EW au-
thority must occur. With the impending 
US administration change and the near 
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certainty of increased budgetary scru-
tiny and restraint, we must, as the joint 
EW community, optimize our shared 
processes, capture any efficiencies we 
can and dictate our own recapitaliza-

tion from within. These efforts must be 
undertaken among EW experts to en-
sure duplication is minimized across the 
Joint Force, lest “others” less wise in the 
true requirements of coherently applied 

EW as Global Spectrum Control do it for 
us. Borrowing words from perhaps our 
first and certainly most renowned elec-
tronic warfare officer, Albert Einstein, 
“We can’t solve problems by using the 
same kind of thinking we used when we 
created them.” Amen. a

 * Author’s Note: The following article repre-
sents the views of the author only and is not 
meant to represent those of US Strategic Com-
mand, the US Air Force or the Joint Informa-
tion Operations Warfare Command (JIOWC).

Lt Col Jesse “Judge” Bourque is the direc-
tor of operations for the Joint EW Center 
(Lackland AFB, TX). He served for 15 years 
as an Electronic Warfare Officer in and 
associated with Air Force Special Opera-
tions Command through 2005, amassing 
300 hours of combat time in the AC-130H 
Spectre Gunship and the MC-130H Combat 
Talon II. Prior to assuming his current po-
sition at the JEWC, he served as Director 
of Electronic Warfare in the Iraq Theater of 
Operations, Multi-National Corps Iraq.

The ability to defend Cyberspace is critical to our nation 
and Cyberspace itself carries intrinsic significance. However, 
the sense of importance bestowed on Cyberspace has also 
led to the potentially damaging misconception that Cyber-
space might also include the whole of the Electromagnetic 
(EM) Spectrum. In truth, Cyberspace traverses infinitesimally 
small portions of the EM Spectrum and does not incorporate 
the electronic warfare (EW) mission area charged with pro-
tection of this Spectrum.

“Cyberspace means the interdependent network of informa-
tion technology infrastructures and includes the Internet, tele-
communications networks, computer systems and embedded 
processors and controllers in critical industries.” (National Se-
curity Policy Directive 54)

“Operations in Cyberspace are digitally-based operations 
designed to attack, defend, exploit and maintain Cyberspace 
and the data within it. Other military operations (such as EW, 
PSYOP, Physical Attack, etc.) may create effects in or through 
Cyberspace and support operations in Cyberspace, but are not 
operations in Cyberspace per se, merely due to their use of the 
Domain.” (Principal Undersecretary of Defense)

The message defined by our most senior leaders that res-
onates quite well outside the confines of the US Air Force 
community rightly characterizes Cyberspace as “information 
technology infrastructures” (ITI), plain and simple. In this 
authorized Cyberspace definition, note the conspicuous ab-

sence of any mention of the EM Spectrum. Cyberspace is sim-
ply the ITI upon which ours and other nations depend. 

Here are some broad substantiating points to consider in 
recognizing that Joint EW as Spectrum Control transcends 
the needs and bounds of Cyberspace.

Spectrum Control is increasingly crucial to all military 
efforts across all Services and within all five Domains. If 
any one customer (or Domain) is allowed to exercise owner-
ship of Spectrum Control, a bastardized version of it will be 
grown to ultimately favor only that Domain. EW, as the foun-
dation of Spectrum Control, does not belong solely to the Air, 
Sea, Space, Ground or Cyber Domains. EW supports all of them 
and must remain fully available to each of them. 

All military activity depends directly or indirectly on 
EM Spectrum availability. We can either coherently provide 
for it in all Domains or just hope it’s there when we need it. 
If we resort to hope, Spectrum won’t be there; adversaries are 
now planning to take it away. Cyber, with its focus on ITI, 
is not inherently concerned with the entire EM Spectrum or 
Spectrum Control.

Joint EW is Global Spectrum Control. Joint EW is the 
DOD-coherent formation of shared EM/EW capability and pro-
cess development. EW is not just a CREW box or an airborne 
jamming pod; it is a global effects requirement. Joint EW is 
“actions taken” to exploit (ES), harden (EP) or deny (EA) the 
Spectrum for our use.

WHY EW IS NOT PART OF CYBERSPACE



T
he Jo

urnal o
f E

lectro
nic D

efense  |  S
ep

tem
b

er 2008

39

AOC Professional
Development Courses

Obtain the knowledge that can help you 
advance your career.

Upcoming courses
Intercept of Stealth Radar Signals
September 16-19

ELINT and Modern Signals
September 23-26

Interpretation and Use of Real-Time 
UAV Video
October 1-3

Wideband Digital Receivers
October 7-9

Fundamental Principles of EW
October 14-17  
Reno, NV

EW Project Management
October 19
Reno, NV

Radar for EW Engineers
October 19
Reno, NV

Angle Jamming
October 24
Reno, NV

Introduction to Radar and EW
November 4-7

Writing Solid CONOPS for 
US Government Programs and Projects
November 18-20

Multi-Sensor Data Fusion
December 2-5

All courses offered at AOC Headquarters
in Alexandria, VA unless otherwise noted. 
Onsite classes available.
Visit www.crows.org for more information.

AOC_PDC.indd   1 8/22/08   5:00:11 PM

EW is (absolutely) not Cyber, but it can support Cy-
berspace Operations. Cyber is computer network operations 
(CNO) expanded to encompass military/government/com-
mercial computer networks. EW guards the Spectrum and is 
employed in a variety of roles across all Domains. The major-
ity of Cyber is outside of EW operations, just as the majority 
of EW does not support Cyber. EW operators have operational 
context and experience. “Net warriors” have “tools.”

Cyber (CNO) is not a replacement for IO. The two are 
completely different. Cyberspace operations exert control 
over ITI, whereas IO is a cross-capability integrating strat-
egy for optimized cognitive effects.

Some EW and Cyber target sets may overlap, but key 
attributes differ sharply. Authorities required for CNO are 
stratospheric and cannot be levied on EW. Spillover and 
probability of unintended effects from CNO are considerably 
higher than from EW. The maturity of these two mission 
areas is very different. Cyber is still finding its legs, while 
EW is 60 years old. The skill set for Cyber/CNO is still for-
mally undefined, while EW has its own joint planning and 
manpower base. The pipeline for Cyber manpower is not yet 
established, while EW schools exist for all four Services.

Cyber is “meta-CNO” is “network warfare” is NSA is 
Title 50. This is a simplified depiction of Cyber traced back 
to its apparent roots. As an operational mission area (within 
USC Title 10) that directly supports the warfighter, respon-
sibility for EW as Spectrum Control cannot be permanently 
subordinated to an organization that is funded for and fo-
cused on intelligence collection and analysis (within USC 
Title 50). Although both activities (i.e., “camps”) are fun-
damental to mission accomplishment, their aims are often 
diametrically opposite – the Title 50-funded requirement 
“to collect” within the Spectrum versus the Title 10-funded 
operational requirement “to deceive, degrade, deny or de-
stroy” within the Spectrum and its supporting infrastruc-
ture. These two camps must be continually reconciled via 
balanced exchange and collaboration, not assimilation. If 
the Cyber camp is given control of EW, EA and ES will be 
institutionally subordinated to the national collection mis-
sion at the highest levels, and funding (or lack thereof) will 
quickly follow suit.

EW previously was subordinated to C2W, then IW, 
then IO and now Cyber (within the Air Force). Who will 
make the grab for EW next? How many iterations of the 
same drama should Joint warfighters expected to endure? 
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Here is a suggested definition of Cyber that distinguish-
es between operations in Cyberspace and operations into or 
through Cyberspace:

“Operations in Cyberspace” are computer-based actions 
taken to attack and exploit adversary information technol-
ogy infrastructures (ITI) while defending and maintaining 
friendly ITI and the data within them. These operations 
may include disabling, corrupting or destroying adversary 
ITI or employing friendly ITI to convey cognitive content 
intended to influence, corrupt, disrupt or usurp adversary 
human and automated decision-making processes while 
protecting our own. These operations do not include “Op-
erations into Cyberspace,” consisting of military operations 
(such as EW, PSYOP, physical attack, etc.) that may create 
and deliver informational, kinetic or spectral effects into or 
through Cyberspace and support operations in Cyberspace, 
but are not “Operations in Cyberspace” merely due to their 
application within or support to the domain.

The reasoning behind the distinction drawn in the 
above definition is to separate that which is a truly intra-
Cyberspace operation from that which is a different mis-
sion but overlaps, targets or traverses the Cyberspace area 
of responsibility. Additionally conveyed within the same 
DEPSECDEF memo referenced earlier, “Other military opera-
tions (such as EW, PSYOP, physical attack, etc.) may create 
effects within or through cyberspace and support operations 
in cyberspace, but are not operations in cyberspace per se 
merely due to their use of the domain.” This was arguably 
the DEPSECDEF’s vote to maintain the enduring soundness 
of pre-existing military operations launched from within 
the other four warfighting domains, the EM environment 
and the information environment to prevent them from 
being erroneously grouped by the temporary effects they 
realize. Though effects are critical, they are transient and 
it is the capabilities and mission areas (i.e., EW, PSYOP, etc.) 
that deliver them that are enduring and must convey their 
enduring identity for DOTMLPF purposes.

Using the above definition, a computer-delivered CNA 
against a telecommunications router to intercept a telephone 
call would clearly fall within the bounds of “Operations in 
Cyberspace.” However, EA-6B jamming attacks against an SA-
15 tracking radar, EA suppression of adversary C2 networks, 
directed energy attacks intended to “fry” critical server cir-
cuit boards or laser attacks against a satellite’s IR/EO aper-
tures would clearly fall outside of Operations in Cyberspace, 
although effects could or would be registered within friendly 
or adversary Cyberspace (“operations into Cyberspace”).

It remains essential to the 21st-century fighting force 
to understand that the requirement to control the EM Spec-
trum extends well beyond the needs of ITI management or 
Operations in Cyberspace. Joint EW must never be subsumed 
by the Cyber mission area or EW will only evolve in those ar-
eas (EA, for example) that support attacks against the ITI, 
while many other EW areas (ES, EP and IRCM, for example) 
will languish. All of these areas of EW are needed to serve 
our five warfighting domains, including Cyberspace. 

– Lt Col Jesse Bourque

Here is a suggggesesttedd definitio f CyC ber thhat distingnguiu shh-
es between operatiionns in Cybybe space and oper onss iinto or
through Cyberspace::

“Operations in CCybyberspace” are ccomompuuter-based actionnss
taken to attac annd d explo t dveversrsary information tetechchnool-l-
ogy infrastructutureres s (ITIT ) lle defending and d mam inntataining 
friendly ITI andnd tthehe d data within theem.m. T Theh se operations 
may include disas bllining, corrupt nng g oror d destroying g adversary 
ITI or employing friieendlly y ITIT too convey cognitive coontn ennt t
intended to influeencnce,e, ccororrupt, disrupt or usuurprp a dvdverersary
human and autoomamatted d deciisis ono -m- akkini g g pprococesses while 
protecting our oownwn. . ThT eese e opoperratatioionsns do not include “Op-
erations into Cyybeerrspapacece,”,” c cononsisting of military operationsns
(such as EW, PSYS OPOP, phphysical attack, etc.) thaatt mm createt
and deliver informattiional, kinetic o ppecectrtral eeffffe ts iinnto oro
through Cyberspace aandnd s upuppoporr eraationns inn C berrspspacee,
but are not “Operaatit onns s iin CCybber acce”” mererele y e heiir
application withhinn oorr sus pppporort theh  domo aiin.n

The reason  bbehih ndnd tt ddisistitincnctiionon d drarawn in the 
above definiti n iis s toto s sepepaa ththat which is a truly intra-
Cyberspace operatiionon from that which is a different mis-
sion but overlaps, taargets or traverses the e CyCybeberspaacce arereaa
of responsibility. Addddittioionanalllly oonvnveyeyedd w wiithihinn thhe sas me
DEPSECDEF memo rreffeerenencec d arrlieer, ““Otheh r miliitaryy opep ra-
tions (such as EW,W, PPSSYOPOP, , phhysysicicall atttaca k,k  eetc.) mmayy crer atee
effects within oor thhrorougughh cyc bebersrspapacec  aannd ssupuppoortrt o opeerara
in cyberspace, but aaree nnotot oopeperaratitionnss inin c cybybererspspace e r ese
merely due to their uuse of the domain.” This was arguably 
the DEPSECDEF’s votete to maintain the enduring soundness 
of pre-existing milil tataryry o opeperar titioo unnchcheded ffrom wiwithin
the other four wwararfifighghtit ngn  ddomm , ththe e EMEM ee nt
and the informatatioionn enenvivironnm tto prer vevent thee m
being erroneou rgrououpepedd byby ee ttemmpooraarry eeffffeccts heyy
realize. Though effectctss araree cc calal, ththeyey a arere ttraransn ientt andd
it is the capabilities aand mission areas (i.e., EWEW, PSPSYOOP,P, eetcc ).)
that deliver them ththaat are enduring and must convey their 
enduring identiti y y foforr DODOTMTMLPLPF pp rposes.

Using the abbovove e dedefif nin titionn, aa cocompmpututere -ddelelivered CNA
against a teleco mununicicatatioonsn routet r tot iintere ceptpt a a  telelepephoh nene
call would clearly ffalalll wiwiththinin tthee b bououndn s ofo  “OpO ere attionsn
Cyberspace.” Howeverer, EAEA-6-6BB jajammmmini g g atttackckss aga aiinst t ann
15 tracking radar, EAA suppression ofof aadvdverersasarry C2 neetw ks, 
directed energy y ata tatackcks intended to “fry” criiticicalal  serrvv cir-
cuit boards or lasaserer aatttacackks a agag inst a satellite’s IR/ peer-r-
tures would cleaarrly y fafall ooututsiidede oof OO ations in Cyberspace, 
although effects cououldld orr wow ulu d d beb eg sterered d wiwitht
or adversary Cyber cce e (“(“opoperations into Cybeb rsrsppacee”))..

It remains essenttial ttoo ththee st-cenentury fighting g orccee
to understand ttheh  require control thhe e EM Spec-
trum extends llll bebeyoyondn  the needs ITITII management or 
perations in yybebersrspapacece. Jooinint EW must never r bebe subbsumed 

by the Cyber misissisionon area or EEWW ww ll only evolve in ththosose arar-
eas (EA, for exa e)) thatat support aattttaca ks against the ITITI, ,
while many other EW W arreaeas (ES, EP and IRIRCCM, , for example)
will languish. All of f these aareeas of EW are neededed tto o serv
our five warfighhtitingng ddomains, innclcluding Cyberspace. .

– – LtLt Col Jesse Bou
ou

Op
b

berspace
essenti

d that t
ds well 

s in Cyb
ber miss

, for example) 
many other EW

. All 
rfigh

“fry” cr
t a satel
Operati

be regist
ations in
e 21st-

irement to con
the needs of I

W mus
will o

port
ES, 

rea
ins

one
ns in 

an SA-
tworks, 

rver cir
/EO ap

Cyberspace, 
hin friendly 

g forc
EM Sp

geme
e su
 in

ai
e)

rve 

urquee

1

th
e

ously gr
ugh effe

pabilitie
ver them

g ident
ng the above 

st a telecommu
clearly 
.” How

ng ra
ene

ard
wo

ou
ad

n the en
ons lau

mains, 
ment t

by the 
critical

ission areas (i.
e enduring an

purp
n, a 

s rou
in t

6B j
ppr
i

reate 
ations 

e per se
arguab

soundn
rom wi

environment
nt them from

ts th
sient

SYOP
onv

de
ce

within o
soning 

inition 
ce oper

t overla
ponsibi

ECDEF memo r
ns (such as EW

thin o
space

due 
EPSE

re-e
ot

nd

,
ic or spe

ort oper
yberspac

rt to th
the d

parate that wh
om that which

travers
ly co

d earl
phy

cyb
not
e 
t

s while 
ude “Op
peratio

may cr
fects in

n Cyber
ly due to their

n in 
truly 

ffere
ber

ithi
r m

,

ions in 
attack a

rastruct
y ITI a

include
or emp

ended to influ
uman and au

ng ou
ns int
as 

del
rou

ut
a

ion of Cy
berspace

pace” a
oit adv

I) while defen
data within t

upting
ITI to

rrup
dec

hes
ace
p

at ddisi ti
erations into 

ased act
on te

mai
ese 

oyin
cog

or 
n

He
es b
t




